My DOCTORS MEDICAL CENTRE
PRIVACY POLICY — SEPTEMBER 2025

My Doctors Medical Centre Pty Limited (My Doctors Group) are committed to ensuring the privacy and
confidentiality of your personal information in accordance with its obligations under the Privacy Act
1988 (Cth) (the Privacy Act) and other privacy laws. This privacy policy is to inform you about how
My Doctors Group handles your personal and health information and applies to all My Doctors Group
subsidiaries and facilities.

My Doctors Group has adapted the Privacy Management Framework enabling compliance and
encouraging good practice allowing us to meet ongoing compliance obligations under Australian
Privacy Principle (APP) 1.2.

Who can I contact about this policy?

For enquiries concerning this policy, you can contact, Dr Bryan Pang, CEO of My Doctors Group, Level
11, 187 Macquarie Street, Sydney NSW 2000 on +61 2 8223 1888

When and why is your consent necessary?

Upon registration as a patient of this practice, you provide consent for the GPs, Health Care
Professionals and practice staff to access and use your personal information to facilitate the delivery
of healthcare. Access to your personal information is restricted to practice team members who require
it for your care. If we ever use your personal information for the purposes other than healthcare
provision, we will obtain additional consent from you.

It is important to us, that as our patient, you understand why we collect and use your personal
information.

How we handle your personal information

My Doctors Group, as a private sector health service provider, is required to comply with the
Australian Privacy Principles (APPs) under the Privacy Act 1988. The APPs regulate how we
may collect, use, disclose and store personal information and how individuals may access and correct
personal information which we hold about them.

Your personal and health information

Personal information under the Privacy Act is defined as ‘information or an opinion about an identified
individual, or an individual who is reasonably identifiable:
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» whether the information or opinion is true or not; and
» whether the information or opinion is recorded in a material form or not’
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My Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre collects personal information, such as:

Identity information:
< Name,
Address,
Phone Number,
Email Address,
Date of Birth,
Gender
Cultural Background
Healthcare Identifiers
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% Next of kin and emergency contact information.

Billing and Administration Information:
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Medicare Number

Department of Veterans Affair Card Number

Healthcare / Pension Concession Card Number

Health Insurance Membership Number when applicable.
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Medical Information:
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Medical History

Clinical Notes

Test Results

Treatment Plans

Prescribed Medications
Referral Details

Disease Status

Clinical Digital Data / Images.
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My Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre collects ‘health information” as defined under the Privacy Act, including information
about your health or disability (at any time), your medical records (including for example your clinical
history, diagnoses, medications, results of tests/procedures and other circumstances), billing
information, Medicare number, insurance details, and genetic information and could be held in any
form, including paper, electronic and visual information.

Your patient health record

Patient health records mean information, held about a patient, in paper form or electronic form,
which may include:

e contact and demographic information
e medical history

e notes on treatment

e observations

e correspondence

e investigations

e test results and images

e prescription records

e medication charts

e insurance information

e legal information and reports
e work health and safety reports

What happens if we can’t collect your personal information?

If you do not provide us with your personal information, we may not be able to provide or provide to
the same standard the services requested by you and /or your diagnosis and treatment may be
inaccurate or incomplete.

How do we collect your personal information?

My Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre collects and uses your personal information with your consent and will obtain that
information from you directly, unless it is unreasonable or impractical to do so, for the purpose of
providing you with the health care services you seek. Your personal information is collected by My



Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre from you in the following ways:

% by clerical employees of My Doctors Group, including receptionists.
% by independent health practitioners in our medical centres or
% through our websites in the form of online enquiries and requests for appointments.

There may be occasions when My Doctors Group needs to obtain personal information and health
information about you indirectly from a third party. For example, My Doctors Group may collect
personal information indirectly in the following ways:

from your guardian or responsible person.

from other involved healthcare providers, such as specialists, allied health professionals,
hospitals, community health services and pathology and diagnostic imaging services or

% from your health fund, Medicare, or the Department of Veterans’ Affairs (if relevant)
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While providing medical services, further personal information may be collected:

% from the ‘My Health Record’ system or
% from electronic prescribing
Various types of images may be collected and used, including:
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% CCTV footage: collected from our premises for security and safety purposes
Compliance with privacy obligations.

My Doctors Group complies with Australian privacy obligations when collecting personal information
from third-party sources. Understanding and adhering to the Privacy Act 1988 and the Australian
Privacy Principles (APPs) which includes:
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verifying third-party compliance,

ensuring informed consent,

collecting only necessary data,

maintaining data accuracy,

updating our privacy policy and notifying patients of these updates as required,
protecting data with strong security measures,

facilitating individuals’ rights to their data,

providing regular education and training for the practice team on privacy practices,
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Therefore, we, at My Doctors Group will always comply with privacy obligations when collecting
personal information from third party sources. This includes ensuring transparency with patients,
obtaining necessary consents, maintaining data accuracy, securing the information, and using it only
for specified purposes.

What information does My Doctors Medical Centre collect?

We collect information from you that is necessary for healthcare practitioners and allied healthcare
professionals in our medical centres to provide you with health care services and diagnostic imaging
services. This includes the personal information and health information referred to above, and may
include collecting information about your health history, family history, your ethnic background, your
lifestyle, medications, allergies, adverse reactions, immunisations, and risk factors, Medicare number,
healthcare identifier numbers or health fund details to assist with the diagnosis and treatment of your
condition.

For what purposes do we collect, hold, use, and disclose your personal
information?

We collect, hold, use, and disclose your personal information for the following purposes:
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to enable the health care practitioners and other allied healthcare professionals co-

located within and external to our facilities to provide medical services, and treatment to

you;

to enable the health care practitioners and other allied healthcare professionals co-

located within and external to our facilities to provide specialist referrals;

to enable the health care practitioners and other allied health professionals co-located

within and external to our facilities to report to referring practitioners and any such other

medical practitioners as your referring healthcare practitioners may nominate;

to enable the health care practitioners and other allied health professionals within our

facilities to input information into your ‘My Health Record’ as required;

for administrative and billing purposes;

to comply with any legal or regulatory obligations;

to send appointment reminders (including by SMS or email);

for inclusion in a recall register to be advised of follow up visits;

for the purpose of reporting back to your employer or a prospective employer, their

authorised representatives and their insurer in the case of a work-related consultation or

service;

to provide notifications (including by mail, telephone call, SMS or email) from time to

time, of the health care and clinical services that you or a dependent can access at our

medical centre;

to process and respond to any complaint made by you;

to assess and engage with job applicants;

to conduct business processing functions including providing personal information to our

related bodies corporate, contractors, service providers or other third parties;

for the administrative, marketing (including direct marketing), planning, product or

service development, quality control and research purposes of My Doctors Group, its

contractors or service providers; and

to meet obligations of notification to our medical defence organisations or insurers. We

will only use your personal and health information for the purposes described above,

unless one of the following applies:

The other purpose is directly related to the purpose for which you have given us the

information and you would reasonably expect that we would use or disclose the

information for that purpose, including but not limited to:

» storage of the data by a contractor engaged to provide storage services to

My Doctors Group - Glenquaire Medical Centre, Burwood Road Medical
Centre and Macquarie Health Medical Centre, including a cloud storage
service provider. Our agreements with such contractors require that they
keep your personal information confidential, and that they only use or
disclose your personal information for the purposes of providing those goods
or services to us.

You have consented for us to use your information for another purpose.

My Doctors Medical Centres Group - Glenquaire Medical Centre, Macquarie Health Medical

Centre and Burwood Road Medical Centre are required or authorised by law to disclose

your information for another purpose (for example, to prevent a threat to the life, health,

or safety of any individual); or

We reasonably believe that the use or disclosure is reasonably necessary for one or more

enforcement related activities conducted by, or on behalf of, an enforcement body.

Currently, our medical centres do not record, duplicate, or store any audio/visual recordings of your
medical consults. Should your treating Medical Practitioner wish to do so, they will first seek informed
verbal consent from you before starting a recording. The purpose of the recording would be to assist
your Medical Practitioner in effective preparation of your clinical records and to assist our medical
centres’ in the effective management of your clinical records. Your verbal consent will cover this use



of the recording by your Medical Practitioner as well as the storage of the recordings by My Doctors
Medical Centres Group.

Your personal information will not be shared, sold, rented, or disclosed other than as described in this
Privacy Policy or as permitted under the Privacy Act.

Can I choose to remain anonymous in dealing with My Doctors Medical Centres
Group?

If you are receiving a health service from any of our medical centres, it is not practical for you to
remain anonymous because we are required to keep an accurate record of the care and services
provided to you. We may be able to accommodate you using a pseudonym, however you should be
aware that should you choose not to provide your real identity, this may impact the quality of the
services provided to you and relevant claiming/billing. If you wish to use a pseudonym that is linked
confidentially to your real identity, please let us know and we will discuss with you the arrangements
that can be made for relevant care and treatment at our medical centres.

Otherwise, you may contact us anonymously or by using a pseudonym if you prefer to do so. If you
choose to remain anonymous, this may limit our ability to assist you with any feedback or enquiry.
We will advise you if we need to collect your name or any other personal information to help further.

How can you access your data?

On request, you may have access to your personal information held by My Doctors Group. You will
need to complete a request for access form which is available at the medical centre sites that you
attend. Please note that you may have access to your personal information held by My Doctors
Group, except in circumstances where access may be denied under the Privacy Act or other law.
Examples of these circumstances are:

% where providing access will pose an unreasonable impact on the privacy of another
individual; or

where your request for access is frivolous or vexatious; or

where the information relates to existing or anticipated legal proceedings between My
Doctors Group and you, and the information would not be accessible by the process of
discovery in those legal proceedings; or

% where providing access would be unlawful, would pose a threat to the life or health of an
individual, may prejudice an investigation of possible unlawful activity, may prejudice
enforcement of laws, or denying access is specifically authorised by law.
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My Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre will endeavour to acknowledge a request for access to personal information and
provide the information requested within 30 days.

If access is provided to you as the result of a request, you will be charged a fee for costs incurred in
providing access to that information. If access is denied, My Doctors Group - Glenquaire Medical
Centre, Macquarie Health Medical Centre and Burwood Road Medical Centre will provide you with
reasons for its decision.

Quality and correction of your health information

My Doctors Group - Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood Road
Medical Centre takes reasonable steps to ensure the personal information we collect, store, and
disclose from you is accurate, up-to-date, and complete. Our Practices use automated technology to
auto populate necessary information on referral letter/s.



If you believe that personal information of a clinical or medical nature that My Doctors holds about
you is inaccurate, out-of-date, incomplete, irrelevant, or misleading you will need to contact either
your treating health practitioner at the medical centre that you attend or alternatively contact the
Practice Manager of the centre who will assist you.

If your non-clinical or medical type personal information such as name, address or contact phone
numbers are incorrect or out — of-date or incomplete it is important that you correct that information
as soon as possible or when you next attend the medical centre. Alternatively, where reasonable and
practical, My Doctors will correct it and will advise any third parties to whom we may have previously
disclosed that information of the correction.

If you request that your information, be corrected and we do not agree that it is incorrect, we may
refuse to update that information. In such a scenario, we will provide written notice of our refusal to
do so within 30 days and upon your request, will place a statement of what you allege is correct
where your personal information is kept and accessed.

Do we disclose your personal information to anyone overseas?

As at the date of this Privacy Policy, we do not disclose any of your personal information to recipients
located outside of Australia.

Direct marketing materials

From time to time, we may send you direct marketing communications such as by mail, SMS, or
email, in accordance with the Spam Act 2003 (Cth).

If your preference is to opt-out of receiving marketing communications from us, you may unsubscribe
in the manner described in the particular communication you have received. Alternatively, you can
opt out of receiving our communications by contacting the Medical Centre.

Security

My Doctors Group takes reasonable steps, and implements reasonable safeguards, to protect your
personal information from misuse, interference, loss, unauthorised access, modification, or disclosure.

All patient information is handled securely and in accordance with professional duties of
confidentiality. We will destroy or permanently de-identify any of your information once it is no longer
required for the purpose for which it was collected, provided we are not otherwise required by law to
retain that information.

My Doctors Group is subject to a range of rules relating to the periods for which it must retain certain
health information and records. As the owner of medical records and a health service provider, My
Doctors Group must generally retain health information about an individual:

% for 7 years from the last occasion on which we provided a health service to the individual
— if we collected the information when the individual was 18 years old; or

% until the individual turns 25 — if we collected the information when the individual was less
than 18 years old.

Website data

We are committed to protecting the privacy of visitors to our website. Information collected via our
website is voluntarily provided by you.

When you visit our website, a small data file called a “cookie” is stored on your computer or mobile
device by our server. We use cookies to maintain user sessions and to generate statistics about the
number of people that visit our websites. Generally, this information will not identify you and we do
not link it back to your identity or other information that you have provided to us.



My Doctors Group is not responsible for the content or privacy policies employed by any website
linked to ours. We endeavour to take all reasonable steps to protect your personal data including use
of encryption technology However, the internet is inherently insecure and therefore we cannot
guarantee the security of transmission of information you communicate to us online. Accordingly, any
information which you transmit to us online is transmitted at your own risk.

Use of Artificial Intelligence (AI)

Whilst My Doctors Group (Glenquaire Medical Centre, Macquarie Health Medical Centre and Burwood
Road Medical Centre) do not endorse the use of Al in medical practice. Your Healthcare Provider may
choose to use artificial intelligence (AI) to assist with consultations and create practice efficiencies
including to record, transcribe and produce notes of the consultation. Your Healthcare Providers are
required to use Al responsibly and comply with their professional and ethical obligations.

The use of Al during or in connection with your consultation must only be undertaken with your prior
consent. If you elect to provide consent, you do so at your own risk. We do not accept any
responsibility or liability relating to the use of Al in connection with patient consultations.

If you have any concerns or questions relating to the use of Al in your consultation, you should have
a discussion with your Healthcare Provider prior to the consultation.

What is the process for complaining about a breach of privacy?

If you have any complaints or questions about this policy or with regard to our collection, use, or
management of your personal information, please contact:

Privacy Officer

My Doctors Group

Level 11, 187 Macquarie Street
Sydney NSW 2000

We will endeavour to respond to your complaint within a reasonable period. If you are unhappy with
our response, you may refer your complaint to the Office of the Australian Information Commissioner:
WWW.0aiC.gov.au.

Changes to our Privacy Policy

This privacy policy was last updated 15 February 2024. We may change this privacy policy from time
to time. Current versions of our privacy policy will be available on our website and will commence
from the date of posting on our website.

Date of Last Review: 15 Sept 2025 Next Review Date: 15 Sept 2026
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